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PRESENTATION FOCUS:



MIGRATION, BORDER SECURITY, AND MISUSE OF CYBERSPACE

• Technology use in recruitment

• Recruitment for labor exploitation 

• Technology-enabled transportation and logistics

• Digital control, surveillance, and threat during the exploitation phase

• Digital violence after exploitation

• Livestreaming adult sufferers as a trend



CYBERCRIME and MIGRANT SMUGGLING

• PEOPLE AS A COMMODITY:

➢MIGRANT SMUGGLING MAY ENTAIL LAND, SEA, OR AIR TRANSPORTATION AND OFTEN INVOLVES THE

USE OF FRAUDULENT DOCUMENTS, INCLUDING IDENTITY DOCUMENTS OR FRAUDULENT VISAS.

➢ SOPHISTICATED DIGITAL TECHNOLOGIES AND THE WIDESPREAD USE OF SOCIAL MEDIA AND ENCRYPTED

COMMUNICATIONS ARE CREATING OPPORTUNITIES FOR MIGRANT SMUGGLERS TO PROPAGATE THEIR

SERVICES, TO COORDINATE WITH EACH OTHER AND RECRUIT VICTIMS, ELUDING LAW ENFORCEMENT

DETECTION.

➢ THE USE OF CRYPTOCURRENCIES BY SMUGGLING NETWORKS HAS BEEN RECENTLY REPORTED AND MAY

INCREASE IN THE FORESEEABLE FUTURE.



CYBERCRIME and MIGRANT SMUGGLING

The people smugglers describe themselves as putting "trust before profit". Cover photo -
a photo at the top of the page - is of a passport and boarding card.



SMUGGLERS ARE POSTING 
ROUTES INTO EUROPE 

OPENLY ON SOCIAL MEDIA. 

SMUGGLERS ON THE 
PLATFORMS ARE USING

PHOTOS OF LANDMARKS 
TO HELP CATCH PEOPLE'S 

ATTENTION.



PROTECTION OF CRITICAL INFRASTRUCTURE AND BORDER MANAGEMENT

HYBRID WARFARE

BORDER SECURITY vs. CYBERSECURITY - SECURE THE NETWORK



DARKNETS – DARK MARKETS

SALE OF ILLEGAL DOCUMENTS
▪ Passports
▪ Drivers license
▪ ID cards
▪ Money
▪ Bank statements

CRIME AS A SERVICE
▪ Hacking
▪ Phishing
▪ Ransomware
▪ Money laundering



DARK MARKETS



USE OF ANONYMOUS AND 
ENCRYPTED 

COMMUNICATION TOOLS











EXPECTED – DIGITALIZATION OF THE WORD

• PROCESSING AND ANALYZING LARGE AMOUNTS OF DATA

• THE USE OF QUANTUM COMPUTERS FOR BIG DATA PROCESSING AND ANALYSIS

• THE USE OF ARTIFICIAL INTELLIGENCE IN TOOLS TO MAKE PEOPLE'S JOBS EASIER

• THE HIGH SPEED OF DEVELOPMENT OF NEW TECHNOLOGIES IS IN DIRECT PROPORTION TO THE 

SPEED AT WHICH SOCIETY BEGINS TO CONSUME LARGE AMOUNTS OF INFORMATION AND IS 

UNABLE TO PROCESS AND EVALUATE IT IN SUCH A SHORT TIME



POINT OF CONTACT

THE FUTURE – STRONG INTERNATIONAL COOPERATION 
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