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MIGRATION, BORDER SECURITY, AND MISUSE OF CYBERSPACE

Technology use in recruitment

Recruitment for labor exploitation

Technology-enabled transportation and logistics
Digital control, surveillance, and threat during the exploitation phase
Digital violence after exploitation

Livestreaming adult sufferers as a trend



CYBERCRIME and MIGRANT SMUGGLING

* PEOPLE AS A COMMODITY:

» MIGRANT SMUGGLING MAY ENTAIL LAND, SEA, OR AIR TRANSPORTATION AND OFTEN INVOLVES THE
USE OF FRAUDULENT DOCUMENTS, INCLUDING IDENTITY DOCUMENTS OR FRAUDULENT VISAS.

» SOPHISTICATED DIGITAL TECHNOLOGIES AND THE WIDESPREAD USE OF SOCIAL MEDIA AND ENCRYPTED
COMMUNICATIONS ARE CREATING OPPORTUNITIES FOR MIGRANT SMUGGLERS TO PROPAGATE THEIR

SERVICES, TO COORDINATE WITH EACH OTHER AND RECRUIT VICTIMS, ELUDING LAW ENFORCEMENT
DETECTION.

» THE USE OF CRYPTOCURRENCIES BY SMUGGLING NETWORKS HAS BEEN RECENTLY REPORTED AND MAY
INCREASE IN THE FORESEEABLE FUTURE.



CYBERCRIME and MIGRANT SMUGGLING

The people smugglers describe themselves as putting "trust before profit". Cover photo -
a photo at the top of the page - is of a passport and boarding card.
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SMUGGLERS ARE POSTING
ROUTES INTO EUROPE
OPENLY ON SOCIAL MEDIA.

Lo

SMUGGLERS ON THE
PLATFORMS ARE USING
PHOTOS OF LANDMARKS
TO HELP CATCH PEOPLE'S

ATTENTION.
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BORDER SECURITY vs. CYBERSECURITY - SECURE THE NETWORK

PROTECTION OF CRITICAL INFRASTRUCTURE AND BORDER MANAGEMENT

HYBRID WARFARE




DARKNETS — DARK MARKETS

SALE OF ILLEGAL DOCUMENTS
= Passports

= Drivers license

= |D cards

= Money

* Bank statements

CRIME AS A SERVICE
= Hacking

= Phishing

= Ransomware

= Money laundering
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DARK MARKETS

Buy Fake German Passport
Online
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USE OF ANONYMOUS AND
ENCRYPTED
COMMUNICATION TOOLS
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ATTACK IS SOMETHING DONE IN HATE,

S8ATTACK, SABOTAGE,
8 VIOLENCE, AND BRUTALITY
8ALL DEFINE ACCELERATION:

THEY ARE THINGS DONE IN HATE AND THEY WILL EXPOSE AND BURN OUR ENEMIES OUT FAR GREATER
THAN MERELY BEING READY AND HOPEFUL FOR COLLAPSE.
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'THE HARD RESET

A TERRORGRAM PRODUCTION
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EDUCAIOR —

Some guy was lelling me
vick dry cement is
XTREMELY effective for

derailing trains.

TRACKS, CONTINUED

DONE ALL AT THE SAME TIME OR IN
ACCORDANCE WITH DIGGING UP THE
RAILS AND TIES, THE SABOTEUR CAN
BE SURE HE OR SHE HAS ENSURED
DESTRUCTION. A FISH PLATE AND
SPIKE ARE PICTURED BELOW.

NOTE THAT THE FISHPLATES ARE
SOMETIMES WELDED TO THE TRACKS

TRAINS AND TRACKS

BLOCKING
BLOCKADES CAN BE

PREVENTING TRAINS FROM
SAFELY MOVING THROUGH
THEM. HEAVY METAL BARS OR
EXTRUSIONS CAN BE LAID
ACROSS THE TRACKS, RAIL TO
RAIL FOR A LESS DETECTABLE
BUT EQUALLY EFFECTIVE
SABOTAGE.

CONSTRUCTED UPON TRACKS,

TRACKS IS ANOTHER TECHNIQUE
WHICH CAN BE EMPLOYED, LEADING
TO THE TRAIN BEING DERAILED, OR
COMPLETELY BOUND UP IN CABLE.

PROCEDURES (TRAINS) |
TRAINS THEMSELVES ARE NOT
DISCLUDED FROM SABOTAGE.

THE BRAKES OF TRAINS SHOULD BE
CONSIDERED MORE THAN ANY OTHER
PORTION OF THE TRAIN. MOST
TRAINS EITHER USE AIR BRAKES, OR
PNEUMATIC BRAKES.



HARD RESET

CONSIDERATIONS CONT:
ANY ACTION AT THE SCENE WILL
RESULT IN AUTHORITIES DOING DEEP
SEARCHES OF THE AREA FOR PRINTS,
DNA, AND ANY OTHER EVIDENCE YOU
MAY LEAVE BY ACCIDENT. ENSURE
ALL OF YOUR TOOLS HAVE BEEN
CLEANED AND HAVE HAD ANY PRINTS
ON THEM REMOVED BEFORE YOU
BEGIN SABOTAGE IN THE EVENT THAT
A TOOL IS DROPPED OR LEFT BEHIND.

TRY TO ENSURE THAT ALL TOOLS
HAVE A PROPER PLACE IN YOUR KIT,
SOMEWHERE TO PUT THEM BACK
WHEN YOU'RE DONE USING THEM.

IF YOU HAVE KIT WHICH YOU'RE
WEARING (LIKE A HEADLAMP, OR ANY
BELT-MOUNTED KIT) ENSURE THAT IT
HAS STRONG RETENTION AND
CANNOT FALL OFF YOU IN THE CASE
YOU NEED TO FLEE IN A HURRY.

IF OPERATING AT NIGHT, RED LIGHT
IS IDEAL FOR TWO REASONS:

- RED LIGHT DOESN'T HURT YOUR
NATURAL NIGHT VISION AS MUCH,
ALLOWING YOU TO TURN IT OFF BUT
STILL SEE WELL IN THE DARK.

- RED LIGHT DOESN'T TRAVEL AS
FAR, MAKING IT HARDER TO DETECT
FROM A DISTANCE.

INFRASTRUCTURE NIGGAS NO.2

CELL TOWERS

PAGE 2

TAKE AGAINST A CELL TOWER.

A WINDY OR RAINY NIGHT
SHOULD DETERMINE YOUR
METHODOLOGY AS WELL, WITH
FIRE LEADING TO YOUR
EFFORTS BEING FOR NOTHING.
BUT ON A STORMY NIGHT, Yyou
WOULD HAVE GREATER
COVERAGE IF YOU CHOOSE TO
SHOOT AT THE TOWER.

PRACTICE EXTREME CAUTION
AGAINST YOUR OWN INJURY
OR DEATH IN THE EVENT YOU
CHOOSE TO CLIMB OR BURN
THE TOWER.

PROCEDURE (FINDING):
THE SABOTEUR CAN EASILY
FIND SG TOWERS BY USING A
CELLULAR MAPPING SERVICE
SUCH AS WEBSITES
CELLMAPPER, OPENSIGNAL,
ANTENNASEARCH,
CELLRECEPTION, SCADACORE,
OR BY JUST KNOWING ONE'S
OWN AREA AND MAKING NOTE
OF TOWERS WHEN ONE SEES
THEM.

THE TOWER'S LOCATION AND
SURROUNDINGS CAN BE
SAFELY VERIFIED USING

WHEN VERIFYING A TOWER, USE
SATTELITE VIEW TO VERIFY IT'S
LOCATION, AND THEN STREET VIEW.
IF YOU'RE HAVING TROUBLE SEEING
THE TOWER, CHANGE THE DATE TO
THE WINTER OR AUTUMN MONTHS IN
STREET VIEW SO THERE ARE NO
LONGER LEAVES ON THE TREES
OBSCURING YOUR VIEW.
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AROUND PUBLIC PARKS, HOSPITALS,
SCHOOLS, GOVERNMENT BUILDINGS,
AND OTHER CROWDED PLACES.
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THE FIRST STEP FOR THE SABOTEUR
TO SHOOT AT THE TOWER IS TO KNOW
WHAT RANGE HE IS CAPABLE OF
SHOOTING AT. FOR EXAMPLE, IF THE
SHOOTER IS CAPABLE OF SHOOTING
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- BIRTY BOMBS AR THF HOLY GRAIL OF TERRORISM. .

No one's pulled it off yet, but a French madlad came very close
in 2021. In case you missed or memory holed the story, a 26
year old White extremist manufactured 4 "mini nukes" using
uranium oxide powder he bought on eBay. Nothing went wrong
during the manufacturing process. He didn't make himself sick
with radiation poisoning. The bombs were ready to detonate. R
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prowess at school led concerned.q B
police, who discovered the devic] f,&

If you're curious, YES - uranium 1::?”Wﬁ“ gg@m?:EE““’BWih il
: ain uranium ore .Crush w ammer .Weigh ou g .

online. And YES - with basic pre

could easi ly inco rpora te a rTadio You could wreak havoc and cause destruction far beyond your blast

radius. Such an attack would terrorize urbanites and cripple the

conventional bomb or 1nc endiary System like nothing else. Imagine an entire metropolis forced to
wo n"t ki 11 mo St o f your targets 7 evacuate without a moment's notice. Imagine a vital epicenter of

commerce and industry depopulated, out of commission for weeks or

thousands . And if de tonated in s months until radioactive decontamination and cleanup is completed. -

Center = think NI' II.A or Dc - yO,_; Imagine the lost revenue, lost productivity, and astronomical
- financial burden the System would be forced to bear. Imagine the _
gears to a sc reeChing halt. - paralyzing fear instilled in the public, too afraid to return home .f',

even after the System assures them it's safe.



EXPECTED — DIGITALIZATION OF THE WORD

PROCESSING AND ANALYZING LARGE AMOUNTS OF DATA

THE USE OF QUANTUM COMPUTERS FOR BIG DATA PROCESSING AND ANALYSIS

THE USE OF ARTIFICIAL INTELLIGENCE IN TOOLS TO MAKE PEOPLE'S JOBS EASIER

THE HIGH SPEED OF DEVELOPMENT OF NEW TECHNOLOGIES IS IN DIRECT PROPORTION TO THE
SPEED AT WHICH SOCIETY BEGINS TO CONSUME LARGE AMOUNTS OF INFORMATION AND IS
UNABLE TO PROCESS AND EVALUATE IT IN SUCH A SHORT TIME







THANK YOU FOR YOUR ATTENTION

CONCLUSION

QUESTIONS?

Col. Lukas Vilim, Ph.D.
National Counter Terrorism, Extremism and Cybercrime Agency

Czech Republic




