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¢z UN Office of Counter - Terrorism

Management / BSM

The UN Global Counter-Terrorism Strategy

( ) is a unique global instrument to
enhance national, regional and international efforts to
counter terrorism. Through its adoption by consensus
in 2006, all UN Member States agreed the first time to
a common strategic and operational approach to
fighting terrorism.

The Strategy does not only send a clear message that
terrorism is unacceptable in all its forms and
manifestations but it also resolves to take practical
steps, individually and collectively, to prevent and
combat terrorism. Those practical steps include a wide
array of measures ranging from strengthening state
capacity to counter terrorist threats to better
coordinating UN System’s counter-terrorism activities

$&Z Correlation between UN Global CT Strategy and Border Security and

UN Global Counter-Terrorism Strategy

Pillar | Pillar |l Pillar I Pillar IV

Addressing the  Preventing and  Building States’  Ensuring Human
Conditions Combatting capacity and rights and the
Conducive to the Terrorism strengthening rule of law
Spread of the role of the
Terrorism



https://www.un.org/en/ga/search/view_doc.asp?symbol=A/RES/60/288
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< Correlation between UN Global CT Strategy and Border Security and
Management / BSM

emphasized the importance of addressing issues relating to BSIVl as a key component in countering terrorism and stemming the

flow of FTFs through resolutions 1373 (2001), 1540 (2004), 2178 (2014), 2309 (2016), (2016), (2017), and (2019)
Criminalization Prosecution
» Ensure that all CT FTF-related offences in are : ) ..
criminalized in national legislation » Provide Thematic training for prosecutors
» Review national legislation to allow for r— » Develop strategies for returnees, including certain
collection & use of evidence, including through categories for returnees
ICT
5reventmg inter-State travel Countering incitement/violent extremism
Utilize available information, including S i e 7 :
Utlize  available  informatio o including \ > Offer_alternatlves tf)app_eal of .extremlst |.cIeo.Iog|es .
resources I ' » Consider partnerships with regional organizations, private sector &
Ln&rlil%ment systems for exchange of APl and civil society, including through educational programmes
ata

Preventlng financing
Strengthen the use of asset-freezing
mechanisms

» Enhance access for FIUs to aggregated
information from law enforcement and
other relevant agencies

Human rights/Rule of law

> Ensure that terrorist acts are defined in national legislation in a manner that is proportionate, precise & consistent with international
T instruments

» Recall importance of independent review, oversight

International cooperation
» Review mechanism, including national laws on MLA &
extradition to ensure they are updated

> Consider legislation to facilitate international cooperation,
including/enabling joint investigations



https://www.un.org/securitycouncil/
https://undocs.org/Home/Mobile?FinalSymbol=S/RES/2322(2016)&Language=E&DeviceType=Desktop&LangRequested=False
https://undocs.org/Home/Mobile?FinalSymbol=S/RES/2396(2017)&Language=E&DeviceType=Desktop&LangRequested=False
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Compact entities
136

Member States
13

International/
regional
arganizations

1,000

Total focal points

3,279

Documents
shared

213,697

Virtual visits to the
CT Platform

726

CTEDTA
recommendations

27
CTED country

assessments

Membership

™ World Customs

V Organization

INTERPOL

To promote coordination and coherence to support Member States in implementing counter-
terrorism measures in the area of border management and law enforcement, with respect for human
rights and the rule of law as the fundamental basis, and in line with international law, including
international human rights law, international humanitarian law and international refugee law.

« 1267 Monitoring  « IMO - UNDP

Team * OHCHR * UNICRI « [OM

+ 1540 Committee  + OLA « UNIDIR « UNHCR
Group of Experts  + OPCW « UNITAR « UNICEF
* DPO + Special » UNOCT \
- DPPA Rapporteur on + UNODA
+ [CAQ Human Rights * WHO
while CT J COUNTER-TERRORISM
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Building the Capacity _of Member States to
Prevent, Detect and Investigate Terrorist
Offenses and Related Travel by Using Advance

Passenger Information (API) and Passenger
Name Record (PNR) Data

and 2482 (2019)
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Pillar 1
LEGISLATION

Legislative assistance to
requlate collection, use
and sharing of passe

data

International APl and PNR
legal standards

International human

rights law

UNODC- TPB

UN Countering Terrorist Travel Programme

rocess Overview Summary:

Pillar 2
OPERATIONAL

Passenger Information
Units (PlUs)

Intelligence-led, risk-

based approach

Training and mentoring

on watchlisting,
ed targeting

rules-bs

and ne

UNODC- AIRCOP

Pillar 3
TRANSPORT INDUSTRY

Transport industry
(air, maritime) carrier
connectivity and

engagement

Technical implementation

guides

Terms of Reference (ToR)
for carrier engagement

ICAO

Pillar 4
TECHNICAL

Information and
communication
technology (ICT) support

Deployment, installation

and maintenance of the
'goTravel' software

CoTravel

UNOICT
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@ OBJECTIVES

< Informal forum, Discuss API and
PNR.

<4 Foster cooperation of information
between PIUs based on reciprocity or
mutual agreement

<4 Share a common language, best
practices, and a forum for peer-to-
peer support

% Focus on the API, PNR and other
data collected from air and maritime

passengers
< Analyze all  different travel
modalities
< Support comprehensive  border
management

WORKING GROUPS

Latvia, vice-chairs Belgium and Germany) : I I ]
1 Eastern Europe (OSCE, Albania chairing with Montenegro, Georgia,
Kyrguzstan and Mongolia as sub-chairs, covering a total of 18 Member

States) oscel T B2

1 Western Africa (AIRCOP, Sierra Leone chairing with Cote D'Ivoire,
Ghana, The Gambia, and Nigeria as sub-chairs, covering a total of 17
Member States) ARCor =l I = =11

1 Southern Africa (SADC covering 16 MS as prospective Secretariat.
Botswana chairipg, co-chairs: Lesotho, Seychelles and Namibia

'* CARICOM (NS SC0 vetm 2 1%
o South-East ASIA (ASEAN covering 10 MS)
[ East Africa (IGAD Covering 8 MS)

[ MENA Region

www.un.org/cttravel



https://emojipedia.org/google/android-12l/flag-mongolia/
https://emojipedia.org/google/android-12l/flag-albania/
https://emojipedia.org/google/android-12l/flag-georgia/
https://emojipedia.org/google/android-12l/flag-montenegro/
https://emojipedia.org/google/android-12l/flag-kyrgyzstan/
https://emojipedia.org/google/android-12l/flag-cote-divoire/
https://emojipedia.org/google/android-12l/flag-sierra-leone/
https://emojipedia.org/google/android-12l/flag-ghana/
https://emojipedia.org/google/android-12l/flag-gambia/
https://emojipedia.org/google/android-12l/flag-nigeria/
https://emojipedia.org/google/15.0/flag-namibia/
https://emojipedia.org/google/15.0/flag-lesotho/
https://emojipedia.org/google/15.0/flag-seychelles/
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Incorporation of Counter-Terrorism within
Providers of CT and BSM Capacity the National BSM Strategies
Building Assistance and Action Plans Implementors

UNITED NATIONS BORDER FORCE
OFFICE OF COUNTER-TERRORISM IMMIGRATION SERVICE

CUSTOMS
POLICE

SECURITY SERVICES
AIRPORT AUTHORITIES

PORT AUTHORITIES
£  World Customs > LOCAL AND TERRITORIAL
V Organization . & AUTHORITIES
) HEALTH AND FOOD

@ |OM T TRANSPORTATION

UN MIGRATION TOURISM

EE EORDER COMMUNITIES

= FRONTEX

EUROPEAN BORDER AND COAST GUARD AGENCY
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Also note:

on Good Practices for a More Effective Response to
the FTFs Phenomenon

on Good Practices for Interdicting Terrorist Travel

A practical tool for Member States to stem the flow of
foreign terrorist fighters/ + Maritime domain
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https://toolkit.thegctf.org/Portals/1/Documents/En/New_York_Memorandum_on_Good_Practices_for_Interdicting_Terrorist_Travel.pdf
https://www.thegctf.org/Portals/1/Documents/Links/Meetings/2021/19CC11MM/Maritime Addendum/MaritimeAdden_ENG.pdf?ver=7G6QvM5C938CoWsWc4uVgQ%3D%3D
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/security-council-guiding-principles-on-foreign-terrorist-fighters.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/security-council-guiding-principles-on-foreign-terrorist-fighters.pdf
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United Nations Compendium
of recommended practices for
the responsible use and sharing

Compiled by CTED and UNOCT in 2018

UNOCT/UNCCT jointly with UNCTED and in collaboration with the

Biometrics Institute (UK) developed the

as a technical tool to assist Member States

Overview of biometric technology and identity management
Data Security and Validation

Government and regulatory requirements

ldentity Theft

Counter-Terrorism biometric systems and their maintenance

Managing INTERPOL Biometric Databases and National Biometric Watch Lists


https://www.unodc.org/pdf/terrorism/Compendium-Biometrics/Compendium-biometrics-final-version-LATEST_18_JUNE_2018_optimized.pdf
https://www.unodc.org/pdf/terrorism/Compendium-Biometrics/Compendium-biometrics-final-version-LATEST_18_JUNE_2018_optimized.pdf
https://www.unodc.org/pdf/terrorism/Compendium-Biometrics/Compendium-biometrics-final-version-LATEST_18_JUNE_2018_optimized.pdf
https://www.unodc.org/pdf/terrorism/Compendium-Biometrics/Compendium-biometrics-final-version-LATEST_18_JUNE_2018_optimized.pdf
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5% Available Tools and Good Practices

* QOverarching principles

 Human Rights guidance on thematic issues at the
policy level

« Human Rights guidance on specific screening
practices @ 0

HUMAN RIGHTS AND SCREENING IN
BORDER SECURITY AND MANAGEMENT



https://www.un.org/counterterrorism/sites/www.un.org.counterterrorism/files/englsih-human-rights-booklet_un_13.pdf
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To build upon the model proven in practice and assist to relevant
authorities to:

(i) identify BSM legal framework and operational procedures and
main CT challenges

(ii) identify the special measures and operational procedures
adopted at borders in response to the COVID19 pandemic and in
CT context

L& IOM O STIMSON

UN MIGRATION —~

ALD CUSTOMS OAGANIZATI

Good Practices in the area of Border Security and Management in
the context of Counterterrorism:
Ihe Republic of Korea Mode!



https://www.un.org/counterterrorism/sites/www.un.org.counterterrorism/files/220607_compendium_of_good_practices_web.pdf
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Adherence to the right to privacy and data protection

Operational difficulties and limited capabilities to utilize advanced
technological tools in precarious or remote border crossing points with
minimal infrastructure and scarce resources

Discrepancy between the considerable financial resources invested in acquir
technological tools and the often-reduced attention to effective selection
processes, working conditions, continuous training and development of soft
skills by frontline border officials who are expected to use such technological
tools

Financial compensation of border officials, partnered with an overall lack of
oversight and accountability mechanisms

Systematic assessment and improvement of the selection processes,
onboarding procedures, initial and continuous training and career
development



https://www.un.org/counterterrorism/behavioural-insights
https://www.un.org/counterterrorism/behavioural-insights
https://www.un.org/counterterrorism/behavioural-insights
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